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USA

List of critical and new technologies – a too for shaping the strategy of 
technological competitiveness and national security: 
• Advanced computing techniques
• New engineering materials
• Gas turbine engine technologies
• Advanced networked management of semsors and signatures
• Modern production
• Artificial intelligence
• Biotechnologies
• Production and storage of clean energy 
• Privacy, data protection and cybersecurity technologies
• Energy
• Highly automated systems and robotics
• Human-machine interfaces
• Hypersonic technologies
• Integrated communications and networking technologies
• Location, navigation and time technologies
• Quantum Information and assistive technologies
• Semiconductors and microelectronics
• Space technologies and systems

EUROPEAN UNION

Strategic Technology Platform of 11 programs across three targeted 
investment areas:
1. Digital technologies and high-tech innovations
2. Clean and resource-efficient technologies
3. Biotechnologies

Previously announced technology initiatives:
• Advanced materials for industrial leadership
• Zero Emissions Industry
• Search, processing of critical raw materials and materials (lithium, cobalt, 

nickel, gallium, raw boron, titanium, tungsten), ensuring supply chain security
• Microelectronics (new generation chips)
• Closed-loop economy
• Secure satellite communications for critical infrastructure and motion 

control of autonomous spacecraft (high-speed satellite Internet, mobile 
broadband satellite communications, satellite networks for computing and 
the Internet of Things)

CHINA

Fourteenth Five-Year Plan for National Economic and Social Development 
of the PRC and Long-Term Goals Forecast for 2035

S&T Priorities:
• Информационные технологии нового поколения
• New generation information technologies
• Biotechnologies
• New and hydrogen energy
• New materials
• Quantum Informatics
• Genetic technologies
• Development of maritime airspace and outer space
• Energy saving
• Comprehensive design of integrated transportation systems
• Renewable energy sources (increasing share in total energy sources)
• Environmental technologies that promote economic development

Source:

https://clck.ru/3JfJAs

Source:

https://strategic-technologies.europa.eu/index_en

Source:

https://www.gov.cn/xinwen/2021-03/13/content_5592681.htm

National strategies
Are based on approaches crested in the 1970-1990s 
(TRL, Gartner Magic Quadrant, etc.)

Are based on unilateral promotion of interests 
in foreign markets

Create lists of technologies without assessing 
their impact on achieving technological 
sovereignty

Do not provide a basis for the implementation of equal 
partnership and international programs to achieve 
technological sovereignty

TECHNOLOGICAL SOVEREIGNTY CHALLENGES
METHODS FOR IDENTIFYING KEY TECHNOLOGIES (1/2) 
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International think tanks

Large-scale marketing campaigns

GARTNER curve BCG "MATRIX"IDC RADAR

Meet the interests of investors, business objectives and product 
strategies of big companies

Industry 4.0 
(Germany)

Metaverse 
(Meta*)

One Belt, One Road 
(China)

Use a marketing-driven approach in 
promoting technologies

Do not provide a unified framework for achieving technological 
sovereignty at the international level

A marketing tool for technology promotion, reflecting investors’ 
attention and the level of technology adoption at different stages 
of the product life cycle 

Assessment of technology maturity and the number of 
organizations planning to adopt the technology in the short, 
medium and long term

A marketing tool for analyzing business products in 
1970, relevant to the previous wave of globalization 
and focused on getting maximum market share for 
companies

1. Focused on technological 
sovereignty

2. Focused on critical and 
end-to-end technologies

3. Clear, transparent and 
attractive for friendly 
countries

What might the 
Russian method 
look like?

Russia
(according to the classifier of the Ministry of Education and Science of Russia, Ministry of Economic Development of Russia, 
ministry of Industry and Trade of Russia) uncritically uses outdated approaches oriented to a different economic structure

(INTERNATIONAL DATA 
CORPORATION)

TECHNOLOGICAL SOVEREIGNTY CHALLENGES
METHODS FOR IDENTIFYING KEY TECHNOLOGIES (2/2) 
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TECHNOLOGICAL SOVEREIGNTY CHALLENGES
"PERIODIC TABLE" OF TECHNOLOGIES (1/2)
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The estimate is made for 
the horizon 2020–2030 
and may dynamically 
change in the future

The evaluation of 
technology indices by 
scales is of expert 
character and is given 
to illustrate end-to-end 
technologies that have 
the greatest impact on 
technological sovereignty

12



TECHNOLOGICAL SOVEREIGNTY CHALLENGES
"PERIODIC TABLE" OF TECHNOLOGIES (2/2)
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TECHNOLOGICAL SOVEREIGNTY MODEL
MASLOW’S HIERARCHY OF NEEDS AND THE GOALS OF THE STATE
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TECHNOLOGICAL SOVEREIGNTY MODEL
RUSSIAN COMPANIES AND PROJECTS (1/4)
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At each level of the pyramid of state objectives are placed 
technologies that will have a significant impact on technological 
sovereignty in the horizon of 2030-2036. The technologies are 
structured into nine groups, forming the Model of Technological 
Sovereignty of the State .

To build sovereignty, the state must hold the "keys" to technology 
- advanced basic science and education programmes, advanced 
standards, and widespread adoption of artificial intelligence and 
new materials. 

These "keys" reside in centres of competence - leading technology companies developing 
cutting-edge products and platforms.

The state technological sovereignty model is decomposed into a more detailed set of 
industry technological sovereignty models:
• for technologies of a certain level (e.g. energy level)
• for technologies of a certain domain (e.g. extraction efficiency technologies)

The definition of levels of the industry model of technological 
sovereignty is based on the pyramid of basic human needs and 
goals of the state, and it is possible to distinguish 3 macro-levels:

CIVILIZATIONAL TARGET SETTING

INDUSTRY/SECTOR LIFE CYCLE

BASIC RESOURCES

APPROACHES TO COMPLETING THE TECHNOLOGICAL SOVEREIGNTY CHALLENGES

THE TECHNOLOGICAL SOVEREIGNTY MODEL

AIBD BCAGI

AR/VR QC

EnGS Sp

TFCH H20

CT

CS

NE
Nuclear power

DE
Distributed 
smart grids

ES
Energy storage

devices

DT
Digital twins

Ch
Low-tonnage 

chemistry

Mt
New materials

and substances

Sn
Sensorics

Mе
Microelectronics

So
Technologies

for soil
environment

Or
Fertilizer

production
technologies

MC
Mechanical 
Engineering

NT
Neuro-

technology

Artificial 
intelligence

Storage and analysis 
of big data

Distributed
registries

STRONG AI

Augmented and
virtual reality

Quantum
communications

Engine manufacturing
technologies

Geographic information
systems

Satellite control
technologies

Carbon and
methane LC
management

Water LC
management

Cognitive
technologies

HF
Human healthy

nutrition
technologies

HH
Human health
technologies

Mb
Production of
preparations

including
microbiological

preparations

Advanced
communication

systems
(laser, etc.)

TE
Geothermal

power

Complexity management
technologies

Wireless 
communication

 

Terraforming

Wind power
WE

Solar power 
industry

SE
Hydropower
HP

Technologies to
improve the efficiency 
of mineral extraction

FE
Hydrogen

power industry

HE

Genetic
engineering
technologies

Ge

XG

CM

Production
 organization 

Mn

Life cycle
management of

natural and
synthetic

biosystems

BS

COMMUNICATION
TECHNOLOGIES

TRANSPORTATION TECHNOLOGIES

CLIMATE TECHNOLOGIES

MODELS OF STATE /
MUNICIPAL / PUBLIC ADMINISTRATION

PATTERNS OF THINKING
AND PERCEPTION

DIGITAL SERVICES
(AI AS DRIVER)

BIOTECH AND
MEDICINE

POWER
INDUSTRY

PRODUCTION
ARCHITECTURE OF THE INDUSTRY 

TECHNOLOGICAL SOVEREIGNTY MODEL:
LEVEL LOGIC

BASIC RESOURCES

INDUSTRY / SECTOR LIFECYCLE

(value chain) 

CIVILIZA-
TIONAL TARGET 

SETTING

CHALLENGES 
OF COUNTRY/STATE

HUMAN NEEDS
(according to A. Maslow)

Physiological needs

Safety and security

Social affiliation

Respect
and recognition

Self-
actualization

Energy, food, production

Safety and health
of citizens

Integration into
the world-system and
interconnectivity

Development
of civilization

International
recognition

TECHNOLOGICAL SOVEREIGNTY MODEL
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TECHNOLOGICAL SOVEREIGNTY MODEL
ENERGY (1/4)
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TECHNOLOGICAL SOVEREIGNTY MODEL
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TECHNOLOGICAL SOVEREIGNTY MODEL
PERSPECTIVE SPACE TECHNOLOGIES AND SERVICES

3D printing
of engines

and launch vehicles

3D
Galvanization technologies

for the production
of rocket engines

GT
Reusable liquid

propulsion systems

RP
Chemical propulsion

systems

CP
Electric propulsion

systems

EP
Miniaturized, highly integrated

propulsion systems

MS

Quantum Communications
QC

5G, 6G communication
technologies

xG
Direct device

communication technologies

D2D

Universal payloads
for hybrid communication

networks

UP

SR

AI for on-board
data processing

AI
Hyperspectral
observation

Hs
Radiomonitoring

RV
Satellite active

phased array antenna

sA
Optical surveillance

(visible range)

sO
Lidar

L
Infrared remote

sensing of the Earth
from Space 

IR

Real-time Very High
Throughput Satellite (VHTS)

VH

Smartphone to
satellite technology

S2S
Real-time

GIS

GIS
Aerospace-Ground-based

real-time Internet

IR

CubeSat
CS

Quasi-satellite
(stratospheric drone)

QS
Aerial satellite

(payload of a satellite on a drone)

AS
Miniature Femtosatellite (ChipSat)

for distributed sensor networks
and swarms in space

FS
"Panel satellite" consisting

of several interchangeable panels
with different functions

PS
Fault-tolerant "cellular satellite"

with several independent subsystems

CeS
Satellite modular platform

(around the payload)

SMP

Single-fuel hydrazine
engines

HdE
Butane propulsion

system

BS
Bipropellant

propulsion systems

SP
Compressed air
ramjet engines

eJ

Quantum signal teleportation
QST

Satellite collision
avoidance systems

CA
Real-time satellite

constellation
management

systems

CS
Technologies for
monitoring and

active arching of satellites
from orbit

("Space Traffic Police")

SI

Rules for the exchange
of information about

the situation in near space

GI
Unified protocols for
orbit exploration and

private resource allocation

GP

Cross-cutting global
space policy (new treaty

on international space law)

GSP

Cluster of radar satellites for 
receiving radar data

SCsSCrf
Satellite cluster for 

receiving and 
transmitting IoT 

radio waves

A quantum computer 
cluster (a set of 

connected quantum 
computers) in space

QC

Creating maps
of magnetic fields,

biogeochemical changes, etc.
based on AI-mixed data

DM

Over-the-horizon drone
control in different

environments

GR
Satellite Internet

of Things

IoT
High-precision

navigation

PN

Training neural
networks and AI 

models
on satellites

AI

Grating ion engines
(on xenon)

IE
Electromagnetic

engines

EE
Hall effect thrusters

HVE

Chemical engines Electric motors Hybrid engines

Engines that combine
the advantages of chemical

and electric motors

ECE
Helikon-based

plasma engines

HP

Plasma engines Ramjet engines

Software for managing
satellite dimensions

CoS

Alternative engines

Space debris
disposal systems

ST

Key storage in orbit
QE

Collecting scientific
data

SD

The terrestrial segment of space communications

Terrestrial radio stations
for bidirectional communication

with satellites

BD
Communication network

management centers

GN
Radio frequency signal
conversion technology

for transmission
over IP networks

IPn
User terminals

UT
Satellite communication subscriber equipment

Mobile terminals (manual,
transport,quick-deploy,

including those with active
phased array antenna)

MT
GEO fixed terminals

(small aperture,
large reflex systems)  

ST

Combined propulsion
systems (RAMJET + LRE)

СЕ
Air-jet engines

RJ

Ultra-high resolution
payloads in the optical range

URP

Stratosphe Ultra-low Equatorial orbits Polar orbits Geostationary and geosynchronous satellite High-orbit Satellite (HEO)

Training ground
for ultralight

launch vehicles

RU
Mobile launcher 

platforms

ML
Launch pads for 

heavy

HL

Launch platforms

Hybrid systems

RL
Systems that combine radio 

frequency and optical 
inter-satellite communication 

technologies

RE
Remote transmission of 

energy between satellites 
using microwave or laser 

technologies

DS
Data processing 

and storage in orbit 
("server in orbit")

FP
Remote sensing 

data streaming and 
storage

GG
Geo-GPT based
on mixed data

Radio frequency lines

RF
Systems with antennas 

and modems
Laser systems with

beacons (for tracking laser
beams between satellites)

OLrl
Optical communication lines

OLal
Laser systems without 

beacons (algorithms and 
onboard sensors for 

autonomous tracking)

MR
Modems and routers

LAUNCH VEHICLES
AND ENGINES,
LAUNCH PLATFORMS

PROMISING TECHNOLOGIES FOR LOW-ORBIT
SATELLITE CONSTELLATIONS

MULTISENSORY
SATELLITE PLATFORMS

CONTROLLING THE MOVEMENT
OF SATELLITES IN ORBIT

INTERNATIONAL PROTOCOLS

MENTAL MODELS

MANEUVERING SATELLITE
ENGINES

GROUND SEGMENT
OF SATELLITE COMMUNICATIONS

SENSORS AND DATA PROCESSING

INTER-SATELLITE COMMUNICATION

SPACE SERVICES BASED
ON LOW-ORBIT SATELLITES

SMALL SPACECRAFT
ARCHITECTURES
AND FORM FACTORS

3D
AI-optimized 3D communication

based on the integration
of LEO satellite retransmission

and stratospheric drones

SSa
Motion of a satellite using
a photon pulse to generate

thrust ("solar sail")

EEa
Electric traction motors

with ambient air
intake as fuel

Medium-orbital satellite Low-orbit satellite (LEO)Sun-synchronous 

Marine launch 
platforms

OfP

HCN
Interorbital (GEO, LEO, VLEO) 

satellite cluster for hybrid 
communication networks with 

dynamic frequency 
distribution

DS
DiskSat flat satellite

in the shape of a disk for ultra-low orbits

IEf
Ion fuel-free engines
(using atmospheric

gases as fuel)

RE
Reusable

launch vehicles

UW
Ultralight launch

vehicles

Software-defined
radio communication

SfG
Software-defined
ground stations
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DRONES AND NEAR SPACE (VER. 2.0)

Exploring the Digital Sky 
in the 21st century requires 
achieving technological 
sovereignty

DRONES, SYSTEMS AND 
COMPONENTS MANUFACTURE

DIGITAL SERVICES

UAV MARKET 
MODEL

MENTAL 
MODELS

DRONE PAYLOADS

AIRSPACE SECURITY 
TECHNOLOGY

COMMUNICATION 
AND CONTROL 
TECHNOLOGIES

CONTROL 
INFRASTRUCTURE

Composite 
materials

CM
Drone and component 

digital twins

DT

GNSS
Software control 

of communication 
channels

SDRNI

Airborne radar 
assets

AR

Internal combustion engine 
with homogeneous charge 

compression ignition

En

Big data storage 
and analysis 

(on the ground)

BD
AI to process data from 

payloads (on the ground)

AI

Collision 
detection and 

avoidance 
technologies

DAA

Information and 
constructive security 

technologies

ICS

Onboard AI
(edge computing)

AI

Satellite 
communication

SC
Mesh 

communication 
networks

MN

Hyperspectral 
cameras

Hs
Electronic and 
radio-technical 

reconnaissance tools

ReR
Infrared 
cameras

IC

Laser-based 
drone-to-drone 
communication 
technologies

OL

ES UDMA

Hybrid engines

HE

Drone celestial 
civilization

SC

Li
Li-ion (Li-Pol) energy 

storage devices

pLi
Post-Lithium-Ion 

Batteries
Mobile charging plants

NS
Electric engines

ES

Ground control points 
(fixed and mobile)

GC
Droneport

Dp

Neural network 
based services with 

multimodal data

MN

Open-source hardware architecture

High-speed drones 
with onboard AI and 

active influence 
modules

HSD
Communication 
and navigation 
suppression 
technologies

ST
Drone detection 

systems (radar, optical, 
acoustic detection)

DDDOA

NmP
Neuromorphic processors for 
onboard Artificial Intelligence

Real-time microelectronic neural 
network modules for onboard 

Artificial Intelligence

NM

Regional 
operators’ 
network-

based market 
architecture

Reference 
scenarios 
library for 
drone use

Drone 
unification for 

socio-economic 
effects

FPV drones with 
fiber optic cable 

control

FO

Digital 
simulators

Sim

Active exposure 
modules (lasers, 

microwaves, kinetics)

AE
Docking 
systems

SС

Detonation internal 
combustion engine

DE
Jet engines

JE

Low-Earth orbit communications and 
control satellite constellation

SG
Stratospheric 

quasi-satellites

HP

EARTH AIR SPACE

DRONE POWER 
CAPACITY

Acoustic sensors
AS

Air checkpoints 
(aerostats, quasi-masts, 

airships)

AС

Hybrid 
communication 

networks

HWC

Identification «Friend or 
Foe» (based on 

end-to-end drone 
identification)

Channel-forming 
equipment for 

interference-resistant 
communication

Interference-
resistant 
GNSS 

receivers

TECHNOLOGICAL SOVEREIGNTY MODEL
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TECHNOLOGICAL SOVEREIGNTY MODEL
TECHNOLOGY OWNERSHIP ASSESSMENT SCALE

VALUE 1. SCIENCE 2. EQUIPMENT 3. NEW MATERIALS 4. DIGITALIZATION 5. PERSONNEL

3 
points

 • Developed network of research 
centers, laboratories and 
institutes actively operating in 

 •

recognized on national 
and international level (e.g. 
breakthrough technologies, 
unique procedures, high-

 • High patent activity: large 
number of registered patents, 
including ones in international 
registers, with a wide range of 
application.

 • High publishing activity: regular 
publications in top-rated 

top-level conferences, high 
citation rate of papers.

 • Modern advanced equipment.

 • High performance and 
reliability.

 • Equipment manufacture 
localization >= 90%.

 • Full cycle of material 
development and manufacture 

product).

 • Unique materials with patent 
protection.

 • Active introduction into the 
industry.

 • Export of materials to global 
markets.

 • In-house AI-platforms and 
algorithms (e.g. generative AI, 
computer vision).

 • Digital solutions are integrated 
into key industries.

 • Export of digital products.

 • The demand for technology 
specialists is completely met.

 • Developed system of 
specializations: Bachelor’s 
program, Master’s program, 
postgraduate program, as well 
as intermediate vocational 
education programs.

 • Availability of competent 
teachers and experts 
providing a high training 
level. Continuous updating of 
academic programs according 
to the current technology 
requirements and trends.

2 
points

 • Availability of several 

organizations involved in the 
development of the technology 
(not more than 1-3 centers).

 • There are individual domestic 

substantially inferior to global 
equivalents.

 • The dynamics of growth in the 
number of studies (patents, 
publications) is poor, with no 
notable progress in recent 
years.

 • Basic equipment requiring 
modernization to meet 
the modern technology 
requirements.

 • Import dependency.

 • Equipment manufacture 
localization level >25%<90%.

 • Limited manufacture of 
materials (raw material import 
dependency).

 • There are engineering 
developments, but no scaling.

 • Implementation in pilot 
projects.

 • Implementation of adapted 
foreign solutions.

 • Local digital services (e.g. for 
the public sector).

 • Dependency on foreign 
algorithms.

 • There is a shortage of 
specialists (more than 70% 
of the demand is not met), 
but the situation is gradually 
improving.

 • There are academic disciplines 
or courses related to the 
technology, but their coverage 

 • In the long term (5–10 
years), an improvement 

expected due to graduation of 
specialized program students.

1 
point

 • Complete absence of 
specialized research centers, 
laboratories or institutes 
involved in the development of 
the technology.

 •
achievements by domestic 

 • No patents related to the 
technology listed in national or 
international registers.

 • No domestic equipment for 
manufacture according to the 
technology or complete import 
dependency

 • Total dependence on imported 
materials.

 • No in-house development.

 • The use of out-of-date 
analogs.

 • No in-house AI solutions.

 • Use of foreign platforms 
without adaptation.

 • Lack of digital infrastructure

 • Critical shortage of specialists 
in this technology (over 90% of 
the demand is not met).

 • Absence or highly limited 
number of academic 
disciplines, courses or 
programs related to the 
technology in question.

 • No specializations in 
universities or colleges.

 • Critical shortage of specialists 
results in dependency on 

TECHNOLOGY DEVELOPMENT FACTORSTECHNOLOGY "KEY" 
OWNERSHIP TECHNOLOGY 

OWNERSHIP LEVELS

KEY

CHANCE

CRISIS

 • Developed network of research 
centers, laboratories and 
institutes actively operating in 

 •

recognized on national 
and international level (e.g. 
breakthrough technologies, 
unique procedures, high-

 • High patent activity: large 
number of registered patents, 
includingones in international 
registers, with a wide range of 
application

 • In-house ontology and 
development core, ability 
to manage product 
generations

 • Control of basic 
resources for technology 
development

 • Concentration of 
competencies and scale 
of cooperation

 • Sovereign platforms based 
on this technology have been 
established or are being 
developed to ensure scalability 
of its application

 • Leading Russian companies 
possess advanced products 
and centers of excellence

 • Forward-looking preparation 
programs have been launched

 • Absence of systematic 

is widening

! sovereignty (TS) level – possession 
of technology "keys" required for the 
development and serial manufacture 
of a sovereign product.
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TECHNOLOGICAL SOVEREIGNTY MODEL
ARCHITECTURE OF THE TECHNOLOGICAL SOVEREIGNTY MODEL BY INDUSTRY

Illustrative example

2025

Implementation of activities, 
including international cooperation 

and collaboration

2030

THREE TECHNOLOGY OWNERSHIP LEVELS

house development lines provide this

KEY

CHANCE

CRISIS

Minimum sufficient technological sovereignty (TS) level – possession of technology ‘keys’ 
required for the developmentand serial manufacture of a sovereign product

The government in collaboration with industry-leading companies is developing a roadmap to 
achieve the target level of technological advancement. The roadmap contains activities focused 
on development of key factors:
- Science is stimulating  creation of the new generations of technologies.
- Equipment  is essential for implementing of  technologies.
- Materials (including modern materials).
- Digitalization.
- Staff required both currently and in the long-term perspective (2030–2050).

– In-house development lines provide this technology for 2-3 succeeding generations
– Sovereign solutions based on this technology are demanded in global markets
– Russian solutions and approaches form the international technological standards

– Sovereign platforms have been or are being created on the basis of this technology, 
which allow for scaling its application

– Leading Russian companies possess advanced products and competence centers
– Early preparation programs have been deployed

– Absence of systematic considerable efforts in this technological field. 
The gap is widening
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TECHNOLOGICAL SOVEREIGNTY MODEL
INTERNATIONAL COOPERATION ON DEVELOPING TECHNOLOGICAL SOVEREIGNTY

Technology proficiency

Underdeveloped technology

Interaction on developing 
technological sovereignty

Technological sovereignty model (State 1) Technological sovereignty model (State 2)

Interaction of states at the level of mental 
models, worldviews, and civilizational 
frameworks

Interaction of states at the level of specific 
technologies (joint development program 
for Technological Sovereignty)

Interaction of states at the level of specific 
technological fields (exchange of best 
technologies between two nations)

2024 2025-2029 2030-2035 2024 2025-2029 2030-2035

Consortia of companies with 
cross -cutting technologies
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