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PelleHue

¥ Thesera — BC& s HaNMCcaHUS Hay4YHO
0eATesIbHOCTU B OAHOM MecCTe

LiInppoBana akocmnctemMa: NpoeKThl, rnaBbl, MPOBEPKHU,
KOMMeHTUpoBaHune, gepnanHbl, Gantt-gnarpamma,
yaT, uctopusa npasok,  OCT-akcnopT, aHannUTUKa
TEeKCTa, U MTHOBEHHbIe YBeAOMNEHUA — NPAMO
BHYTpPW nnatpopmbl.

+ Kagenpbl, NpenogaBaTtenn, KaneHagapb, HOBOCTU U
Telegram-uHTerpauus.




DO YHKLMOHAaNIbHbIE OJZIOKWY

¥ MpoekTbl — AUNAOMbI, CTaTbK, rnasbl, pegaktop, FTOCT
™ AHanNTUKa — YHUKaNbHOCTb, Al, YnTabenbHOCTb
B Bepcuu — nctopmsa npaBoK, KOMMEHTapuu, oTkaTt
@ JennaiiHbl — 3agaun, Gantt, nporpecc
® CiA3b — uaT, yBeOMMEHUS, CTaTyC NPOBEPKI®
HoBocTn — nybnukaunmn ot kapegpbl
® daitnbl — WabnoHbl, CTaTbl, METoaUuUKN A
< YnpaBneHne — kadenpbl, poaun, oTYeTHI

\



YHUKaNbHOCTb

® Thesera — nepsas undposas aKocucTeMa,
obbegnHAaroLWaa Hay4Hyto AeATeNbHOCTb B O4HOM
yOO0OHOM NPOCTPAHCTBE ANA CTYAEHTOB U
npenogaBartenen. 3To He NPocTo nnatdopma a
cUCcTeMa, rae KaXkgas kapegpa (bakynbTeT) MOTYT XUTb
CBOEWN HaYy4YHOMN XXN3HbHO
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BKP: KBaHTOBOE pacnpepeneHue knoven BB84

Paznensl BKP

Craudate no TOCT @
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AHanMTKKa TeKcTa
BeBefeHue - MUp KBAaHTOBOEW Kpuntorpaduu Ono6pHTs rnaey

OBpaTHan CEA3b

VnpaeneHue rnaBami

OTNpaBWTb Ha NPOBEPKY

B

BeepeHune

This code simulates a simplified version of a Quantum Key Distribution (QKD) protocol, inspired by BB84, and uses that key to encrypt and

decrypt messages using a basic XOR scheme combined with AES encryption for secure storageftransmission of the key.
£ Overview of Key Concepts in the Code
1. Quantum Key Distribution Simulation (BB84-inspired):
« randomBasis(), encodeBit(), measureBit(): Simulate quantum bit encoding and measurement in either Z or X basis.
« Alice sends bits using randomly chosen bases.
« Bob measures using his own random bases.
« When Alice's and Bob's bases match, the result should match — in theory.
« interfere() introduces a small noise to simulate possible interference or eavesdropping (5% chance of flipping a bit).
2. Key Agreement:
« Only bits measured with matching bases are used to derive the key (sharedBits).
« A crude error correction is attempted by simply copying mismatched bits, which isn't realistic but serves a placeholder purpose.
3. Message Encryption:
+ Message is converted to binary via stringToBinary().
« A key is derived from shared bits and extended to match message length.
« XOR encryption is applied: bit * key.
4. Compression and Encoding:
« compressBits() and decompressBits() convert the encrypted binary to/from a base64 string for easier handling.
5. Key Protection:
» The key (correctedBits) is encrypted using AES (CryptoJS.AES) with a shared secret (process.env.NEXT_PUBLIC_MASTER_KEY).
» This key must be securely managed and is crucial for decryption.
6. Exported Functions:
« encriptMessageChat{message: string): Encrypts a message, returns { encryptedStored, correctedBits }.

» decryptMessageChat(encryptedStored: string): Decrypts the message using stored base64 + encrypted key string.
A Issues & Suggestions

1. AES key from environment is weakly integrated
« You're using CryptoJS.AES.encrypt{keyString, masterKey) directly, but there's no IV or key derivation.
» = Suggestion: Use a proper key derivation function (e.g., PBKDF2) and include an IV.
2. Quantum Simulation Isn't Real
« This is a classical simulation of QKD and is not secure in the cryptographic sense.
» Fine for educational use, not production.
3. Incorrect "Error Correction”
» You're just copying over the potentially incorrect hits (correctedBits[i] = sharedBits[i]).
» (¥ This doesn't actually correct errors; consider implementing parity check or Hamming code if needed.
4. Unused compareBits() Function
« It doesn't return or log anything, so it has no effect.
5. Message Storage Format

= The format encryptedStored = base64Message | encryptedKey is used but inconsistently parsed (split in one function, but not in
encryptMessageChat()).
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Kanexpapb XpaHWUANLLE UCXOLHUKOB  arpyaum Kanexaapy VcTopus AoKyMeHTa  KOMMeHTapuu

.| BuoeokoHpepeHyms

BugeokoHdpepeHumMa

& Viexopukw &8 VexonHmin KoMMeHTapumu HayyHoro pyKoBOaUTenNs

') KOMMEHTADWEEB
E?é} Mpaekwn . : | l EE} -
—_ — == p— - -

McxopHUKK WUcxoaHUKK MexogHukm MexopHUKK NcxoaH1KI MUexogHukm Sy boraaHos AHapeit lOpbeBuY

PuKCcaUMA NPABOK — 3TO KNHOY K NPO3PAYHOCTH, KOHTPONKO U GOoBepuic B cucTeme "dunnom oHnaiH”. 370 npeepawaeTt nnaTtQopmMy U2 Npocto
"Google Docs” B NONHOUEHHYHO HayYHYH cpegy. PUKCaUWA NPaBoK — 3TO KNHY K NPO3PavYHOCTH, KOHTPON M LOBEpUID B cHcTemMe "[unnom
OHnaiK". 370 npeepawasat nnathopmy M2 npocTo "Google Docs” B NONHOUEHHYH HayuHYK cpeay.

DuKCcaUMA NPaBoK — 3TO KNKOY K NPO3PaYHOCTH, KOHTPONO M QOBEpHIO B cHucTemMe "flunnom odnaiH”. 3T7o npeepawaet nnatGopmMy M2 NpocTo
T—

MexogHUKK 12 man 2025 ropa

boraaHoe AHapen lOpbeBny

PuKCaUWA NPaBOK — 3TO KNHOY K NPO3PAaYHOCTH, KOHTPONIO U LOBEpUic B cucTeme "Aunnom oHnaidH”. 37o npeepauwlaet nnatQopmy U3 Nnpocto
"Google Docs” B NONHOUEHHYD Hay4YyHyw cpegy. PUKCaUWA NpaBoK — 3TO KNKY K NPO3paYyHOCTH, KOHTPONK M JOBEPWID B cucTemMe "Jdunnom
oHNain". 3To npeepawaeT nnathopmy W3 npocTo "Google Docs® B NONHOUWEHHYHD HayuHY cpegy.

PuKCcaUMA NPABOK — 3TO KNHOY K NPO3PAYHOCTH, KOHTPONIO U SoBepuic B cucTeme "dunnom oHnaiH”. 37o npeepawaeTt nnatQopmy U2 Npocto

12 man 2025 ropa

borgaHoe AHapen lOpbeBuy

PUKCcaAUMA NPABOK — 3TO KNHOY K NPO3PAYHOCTH, KOHTPONKO U foBepuio B cucTeme "dunnom oHnaiH”. 370 npeepawaet nnaTtPopmMy U2 NnpocTo
Ccpyrighl @ VnbAHOBCKMA rocy1apCTEeHHBIA YyHMBepoKuTeT, 1985-2025 anosenne of oGpatiorre MEPCOHANEHEN BAHHEN B ¥IRAHOBCKOM MOCYRERCTESHHOM § HABEDCITETE "GUGQIE Docs' B NONHOLEHHYHO HAYYHYIO Cpeay. 'CDI"IKCEIL‘HF‘ NpaBoK — 3T0 KNKM K NPO3PAYHOCTH, KOHTPONIO M AOBEPHI0 B CUCTEME II'["HTIJ'IDM
oHna@H". 3To npeepawasT nnathopmy M2 npocTo "Google Docs” B NONHOUEHHYH HayuHYK cpeay.
DUKCAUMA NPEaBOK — 3TO KNKOY K NPO3PaYHOCTH, KOHTPONKC M QOBEPHIO B cHcTeMe "flunnom odnaiH”. 3To npespalyaset nnatGopmy M2 NPocTo

12 man 2025 ropa

BorpaHoB AHapen IOpbeBuy

DUKCAUMA NPaBOK — 3TO KNKOY K NPO3PaYHOCTH, KOHTPONKO M GOBEpHIO B cHucTeMe "flunnom odnaiH”. 3To npeepalaseT nnatGopmMy M2 NpocTo
"Google Docs” B NOAHOUEHHYHO HayYHYyH cpegy. PMKCAUWMA NPaBoK — 3TO KNKY K NPO3PaYHOCTH, KOHTPONO M 4OBEpUID B cucTeme "Aunnom
oHnaixd". 370 npeepawaset nnartdopmy M2 npocTo "Google Docs” B NONHOUEHHYHO Hay4HYH cpegy.

PUKCAUMA NPaBOK — 3TO KNHOY K NPO3PaYHOCTH, KOHTPONK M GOBEPWIO B cucTeMe "[unnom oHnaiH’. 310 npespawaeT nnatgopmMy M3 NpocTo

12 man 2025 ropa

Bawm KOMMEHTapUH

! KOMMEHTapWeB

Copy rigm © YNLAHOBCKWA MOCYAapCTBEHHBIA YHMBEDCKHTET, 1895-2025 lanies: NAGOTKE HERCOHANEHEX BarHaiE B YinSOBEKOM FOCyERcTESHROM YHMBEDCaeTe
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OMUAT - Kadepgpa npuknagHon MaTeMaTUKU

Kadpenpa lNpuknagHon matematuku B Ynl'Y (B To BpemMs punnane MoCKOBCKOro rocygapcTBeHHOro
yHuBepcuteTa um. M.B. JlomoHocoBa B I. YnbsHOBCKe) Bbina co3gaHa B Yiucne ABYyX NepBbix Kadpegp netom 1989
roga. OcobeHHOCTb yuyebHon paboTbl COCTOANA B TOM, UYTO DbiNo HEOBX0AMMO OpraHM3oBaTh HENPEepPbIBHbIN
yuyebHbI Npoyecc Ha AByX gakynbTeTax, codeTan paboTy CBOMX WTATHLIX NpenogasaTenen, COBMecTUTenen us
APYrux By30B ropoja W, rnasHoe, npurnaleHHblx npodpeccopos 1 goueHtos MIY.

Borgaros Anppei KOpoesnd, AoLEHT
Homep: +7 (902) 355-48-33

Borpanos Anpped KOpsesndy, AoUEHT
Homep: +7 (902) 355-48-33

[lpenopaBaTesibCKUN COCTaB

Borgaros Axapeid KOpbeend, AOLEHT

Homep: +7 (902) 355-48-33

Borpanos Anppen KOpsesny, AoLeHT
Homep: +7 (902) 355-48-33
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Borpanos Anapei KDpbesnd, AOLEHT

Homep: +7 (902) 355-48-33

Barpaqos Anapel HDpsesnd, AOLEHT
Homep: +7 (902) 355-48-33

Borpanos AHgpeid KOpoesnd, AOLEHT
Homep: +7 (902) 355-48-33

Borpanos Anppen HOpseBnd, AOLEHT
Homep: +7 (902) 355-48-33

Nafnomenne o oGPAGITEE MeACOHATBHEY FaHHLN B Y ARAHOBEKDM MOCYRAPCTEEHROM ViIBEpErTaTe
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' ,ﬂ,HﬂﬂDM ! KprOBble - TaTye Tun npoexTa

~ Coapath NpoeKT +

Ounnom
= [Oatnoe Bnagvcnas JMUTpHEBNY
S| s 2025 Kypcogeas
s H
4> NpOTOKON KBAaHTOBOrO pacnpeeneHus Knoyein BB84 i et

} Oucceprauma
OTAWYHBIR BONPOC — FNEBHER CTPAHULE — 3TO NKLO NNATHOPMBL, U OHA AONKHA BbiTh U BUSYANLHO AOPOroR, K NPEAENEHE ACH

IMHO OBCTABNTE 28
KPACKBO WM PYHKLWOHANBHO, YToBbI 3TO COOTBRTCTEOBAND NpEMWANEHOMY NPOAYKTY Bpoae Thesera:

Hoknap

Tun: Qunnom
Craryc: B pabore

% Oatnoe Bhagycnas OuMyTpMeEMY

4 MpoToKoN KBAHTOBOro pacnpenenexdus Knoyen BB84

COTAKMYHBIA BONPOC — rNaeHas CTpaHuLa — 370 NKUO NNatdopebl, M OHa AONMHE DLITE M BAIYANLHD SODPOroN, M NpeaensHo ACHOR No cTpykType. BoT Kak MOXHO 0BCTaBUTE e
KPECHBO M PYHKLWOHANEHO, YToBEI 3TO COOTBETCTEOBAN0 NPEMUANEHOMY NPOAYKTY Bpoae Thesera:

Tun: Qunnom
Craryc: B pabore

ﬁ Oatnoe Bhagmcnas OuMyTpMeEnY

4 MpoTokon KBaHTOBOro pacnpenenexdus Knioyein BB84

COTAKWYHBIA BONPOC — rMaBHas CTRpaHWLa — 3To AWUO Nnatdophbl, M OHa AONMHE DLITE WM BAZYANLHO SOPOroN, M NpeqensHD ACHOR No cTpyKType. BoT Kak MOMHO 0DCTABMTE 8
KPACKEOD M PYHKLWOHANBHO, YTOBLI 3TO COOTEETCTEORAN0 NPEMUaNEHOMY NpoayKTY Bpoae Thesera:

Tun: Qunnom
Craryc: B pabote
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BKP: KBaHTOBOE pacnpegeneHue knodven BB84

dUKCaLMA NPaBok

O McTopua npaBok
Bce MaMeHeHWA No rnaegam, KOMMEHT dPUn U NPpOBEPKKW COXPAaHAKTCA aBTOMaTHU4YEeCKHN

naea 3 obHoeneHa 12 man 2025 ropa

KommeHTapuit ot npenopaeatens 12 mana 2025 ropa

naea 3 o6HoeneHa 12 man 2025 roga

KoMmmeHTapuii oT npenogaeatenna 12 mana 2025 roga

naea 3 obHoeneHa 12 man 2025 ropa

KommeHTapuit ot npenogaeatens 12 mana 2025 roga

naea 3 obHoeneHa 12 mana 2025 roga

KommeHTapuia ot npenopgaeatensa 12 man 2025 roga

CravaTe oTYeT
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OTkaT

B pazpens oTKaTa BEPCUMK B KOHTEKCTE akagemMudeckol nnatdopmel (B cTrne i0S) saxHo obecnedynTe: JaTe NONL30BATEND BUSYANEHD NOHATHLIA 1 GE30NaCHLIR CNocod BEPHYTECH K
NPEfbIAY LM BEPCWAM MaBbl MK BCETD OOKYMEHTE.

Tekywasn eepcun
oT 23 wioHA 2025 ropa

Bepcua 1

OT 1£ MOHA LUL0 MO0a

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore et dolore magna aliqua. Ut enim ad
minim veniam, quis nostrud exercitation ullamco laboris nisi ut aliquip ex ea commodo consequat. Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor incididunt ut labore et dolore magna aliqua. Ut enim ad minim veniam, guis nostrud exercitation
ullamco laboris nisi ut aliquip ex ea commodo consequat. Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aligua. Ut enim ad minim veniam, quis nostrud exercitation ullamco laboris nisi ut aliquip ex ea
commodo consequat. Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore et dolore magna
aliqua. Ut enim ad minim veniam, quis nostrud exercitation ullamco laboris nisi ut aliquip ex ea commodo consequat. Lorem ipsum dolor sit
amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis
nostrud exercitation ullamco laboris nisi ut aliquip ex ea commodo consequat. Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed
do eiusmod tempor incididunt ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation ullamco laboris nisi ut
aliquip ex ea commodo consequat. Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore et
dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation ullamco laboris nisi ut aliquip ex ea commodo consequat. Lorem
ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore et dolore magna aliqua. Ut enim ad minim
veniam, quis nostrud exercitation ullamco laboris nisi ut aliquip ex ea commodo consequat. Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor incididunt ut labore et dolore magna aliqua. Ut enim ad minim veniam, guis nostrud exercitation
ullamco laboris nisi ut aliquip ex ea commodo consequat. Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aligua. Ut enim ad minim veniam, quis nostrud exercitation ullamco laboris nisi ut aliquip ex ea
commodo consequat.

Bepcua 2

2 vioHA 2025

Bepcusa 3

) £ MBJHH LU0
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MNowck npoekTta
Kypcoean pabota: KeaHToBOE pacrnpefensHie Knodei

KBdHTOBOE
pag@npepeneHue

KB@dHTOBOE
pag@npepeneHune
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XXUN3HEeHHbIN NYTb

Thesera — nyTb OT naen Ao 3alWunThbl

Co3pgaHune NpoeKT = NOCTPOEHME INaB
(CTPYKTYpbI) = paboTa c KypaTopoM - MnMpaBKH,
nennaviHbl, 3agadun, ysegomneHuda, FOCT -
chauva.

Bce BHYTpuK cBoOen Kapegpbil:

Ob6ocobneHHaa cuctemMa, HOBOCTWU, KaneHaapb,
KaCTOMHaA rnaBHad — Kak MUHU-NNaTdopma nop,
Ka>kaoro.




TeXHONMONMYHOCTb

[TnaTdopmMa byageT HanmcaHa Ha yXxe
rOTOBOM ABUXKE COOCTBEHHOIO
npon3BoACcTBa (Syncora), YTo No3BoSINT
COKpPaTUTb BpeMsa pa3paboTkn. NestdS /
NextJS / TypeScript — coBpeMeHHbIN CTEeK,
Ha KOTOPOM CTPOAT BbICOKOHArpy>XeHHbIe
CEPBUCHI.
e YucTana apxutekTypa, 6e3 wabnoHOB U
KOHCTPYKTOpPA
e [loNIHAA TUNM3aUmnA, cTporas CTPYKTypa,
npoaymaHHbin API
e VIHTerpauun: Telegram, Bugeoco3BOHbI
e ONTMKM3NPOBAHO NOA,
MaclTabnpoBaHne N KOpoboYHble
YCTaHOBKMU
Bce pa3paboTaHo BpYy4YHYO — O4UH
Pa3paboTUnK, NOMHbIA LK. OT Uaen Oo
peannsauunn.



BHegpeHue B BY3

# COTpyoHMYECTBO PYKOBOACTBOM
£ PaspaboTka IT-pelleHus
& WHTerpaums c IT-cuctemamu By3a
£ TecTupoBaHue v NUAOT
« B HOABpe 3anyckaeM NUIOTHOE TeCTUPOBAHMUE
cpeaun CTYAeHTOB U npenogaBaTtenen.
# MacwTabnpoBaHue
e B nekabpe nnatpopmMa cTaHeT AOCTYMNHa AN
BCEro YHMBepcuTeTa.
© KopobouHas Bepcus
o MMoaroToBKa KOPOHOYHOW BEPCUM OIS
BHEApPEHNA B Apyrue Bys3bi.




RoadMap

1 aTan 2 aTan 3 aTan 4 3Tan
daza 1 ApXUTEKTYypa 1 An3aiiH
daza 2 dpoHTEHA, N 63KeHA
daza 3 MHTerpaumm c UT-cuctemamu

daza 4 PasBepTbliBaHME U TECTUPOBAHNE



Mopenb MOHeTU3aLuu

Bcero Ha poccMnckoM pbiHKe cyuleTcByeT okono 4500
ThbiCAY NOTEeHUMaNbHbIX BHEAPEHUN Hallero nNnpoaykKTa

By3 MOKynaeT cUCTEMY LENIMKOM C NpaBaMu 1 BHEOPSAET Y
cebs.

LleHa: ~5 MnH P (pa3oBo, C yCTaHOBKOW U nNoanep>xKown)
OkynaemMocTb: [1pn npopgaxe 20 syzaMm — 100 mnH P
BbIPY4YKU

By3 nokynaeTt nNMuUeH3no ¢ npaBamMm N CTaHOBUTCH
pecennepom. (50/50)

LleHa Bxopa: ~500 Tbic £ (0gHOPA30BO)

Hoxopa: INpun npueneyeHmnn 10 BysoB no 3 MNH P = 15 MSTH P,
N3 HUX BY3 nony4yaeT 7.5 MJIH P

By3/napTHEP nony4aeT 3KCKJSIHO3UB Ha PErMOH NN CEMMEHT,
npoaaeT 1 nonydyaet go 7/0%.

LleHa Bxoga: ~1 MNIH £

[Noxop: lNpopgaxa 30 BysaM no 2 MAH P - 60 MNH P, N3 HUX
BY3 nosiyyaeTt 42 MNH




Llenu npoekTa

LlndpoBmn3aLms HayuHoi paboTbl B By3ax
YRpoLlleHne B3aMMOOENCTBUA CTYOEHTOB U
npenopgaBsaTesien

¥ LleHTpanusauma Bcex 3TanoB NoAroTOBKY
annnaoma n KypcoBblIX

M O6ecneyeHne NpospayHOCTN, aHANUTUKM K
KOHTpONA

27 CospaHune eguHom nnaThopMbl BHYTPU
kKadpeppbl ona paboTtbl, obWweHna 1 nyonmnkaumnin
? Umupx — cospemenHas nnatpopma
YyCUNMBAET NO3ML MO BY3a.



CMACUBO 3A BHM '




